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We unite people by providing them with high-quality 
convenient digital services for comfortable life and effective 
business management

  Annual report 2016  PJSC ROSTELECOM  19



20   PJSC ROSTELECOM  Annual report 2016

20 Industry overview
21 Content and Digital 

Services
25 Traditional Services
26 Competitive Analysis
29 Key Regulatory Changes
30 Industry Outlook
32 Growth Strategy
37 Sustainability
50 Risk Management

STRATEGIC  
REVIEW

-0.3 %

-7.6 %

+3.8 %

+4.5 %

Industry  
overview  

2 According to TMT Consulting analytical agency.

Figure 1. Russian telecommunications market structure and evolution, 2015–2021, RUB bn

Source: TMT Consulting.

The size of the Russian telecoms market 
reached RUB 1.6 trillion in 2016, a 0.5% 
growth from 20152.

The slowdown is mostly due to lower 
revenues from mobile services (–0.3%) 
in a saturated market with increasing 
competition. The market growth drivers 
include broadband and pay TV, with revenues 
from these segments growing in 2016 by 4% 
and 10%, respectively.

In a saturated telecoms market, operators 
are vigorously pursuing growth opportunities 
in adjacent segments – sales of equipment, 
and system integration, IT, media and other 
services.

Region-wise, the market structure stabilised 
in the reporting year: combined, Moscow and 
the Moscow Region account for about a third 
of the market.

The B2C segment makes up approximately 
two thirds of the total Russian 
telecommunications market. The corporate 
and public sectors comprise about one 
quarter, with wholesale services accounting 
for the rest.

In terms of subscriber base and revenues, 
retail customers dominate the key market 
segments:

 » Mobile services – 89% of service revenues;
 » Internet-access services – 69%;
 » Pay TV services – over 95%;
 » Fixed-line services – 54%.

 
The retail segment increased its share by 
1 p.p. while other segments saw their shares 
shrink. 
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Content and  
Digital Services
BROADBAND

With a penetration rate of 56% as at 
the end of 2016, the broadband market 
reached maturity and saturation in both 
large cities and most medium-sized cities. 
The number of retail customers grew by 
4% in the reporting period, with roughly 
similar growth in revenues. After remaining 
flat for several years, ARPU for broadband 
access services sold on a standalone basis 
slipped marginally in 2016. This decline 
was due to the evolution of bundled offers, 
which increased ARPU per household for 
operators providing multi-play services. 
Service bundling reduces the price of each 
component of the package for the subscriber 
as compared to separate purchase, which 
improves customer loyalty and attracts new 
customers.

2016 saw operators shifting focus from 
customer acquisition through short-lived 
promotions to attracting and retaining 
customers on attractive deals offered on 
a permanent basis.

The key factors influencing the broadband 
market include:

 » market saturation in large and medium-
sized cities – the service penetration rates 
in most cities with a population in excess of 
50.000 people are above 50%;

 » advances in fibre-optic connectivity, with 
Rostelecom clearly leading the market;

 » growing impact of wireless access 
technology, broader coverage of 4G/LTE 
networks;

 » demand for high-speed tariff plans, fuelled 
by a rapid growth in the number of internet-
connected devices, including SmartTV and 
the trend towards larger content. 

Revenue from Internet-access services grew 
by 3.8% in 2016 (5.5% in 2015). ARPU in 
the retail segment was flat in 2016 at 
RUB 342, as compared to RUB 346 in 2015. 
In contrast, the corporate segment posted 
a higher ARPU, mostly due to customers 
trading up to higher Internet access speeds 
as the share of external traffic is increasing 
and traditional content is growing. 

PAY TV SERVICES

The share of digital TV subscribers continued 
to grow in 2016, reaching 68% based on full-
year results (compared to 65% in 2015). 

IPTV has remained the fastest growing 
segment. Digital cable TV also continued 
to show strong growth; however, the high 
sign-up rates in this segment fail to offset 
the churn in analogue cable TV, so the total 
number of cable TV subscribers decreased 
by 0.4% in 2016. Sign-up rates for satellite 
TV services halved: growth in 2016 was 2.9% 
compared to 5.8% a year before.

Source: TMT Consulting.

Figure 2. Revenue and subscriber base on the Russian  
                   broadband market, 2015–2021
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IPTV is forecast to maintain the highest 
growth rate in 2017, driven mostly by value-
added services such as NPVR, VoD, with 
growing share of VoD in IPTV revenue.

The number of Pay TV subscribers grew in 
2016 by 3% to 41 million, with the service 
penetration rate reaching 72%. As service 
prices grew, the size of the market in 
monetary terms was up by almost 10% to 
RUB 74 billion. Average revenue per user 
increased over the year by 6.3%, from 
RUB 145 to RUB 152.

ARPU is expected to grow further, mostly 
due to higher use of value-added services. 

Rostelecom is the absolute leader in 
IPTV by subscriber base and ARPU, with 
its subscriber base rapidly growing. 
Rostelecom’s share of total Russian IPTV 
subscriber base reached 64%.

OTT MARKET (ONLINE VIDEO SERVICES)
 
Online video services are provided to 
any Internet users irrespective of their 
broadband/pay TV provider. TMT Consulting 
forecasts that the OTT market will continue 
to grow rapidly, driven mostly by paid 
services. The size of the OTT market is 
expected to reach RUB 9.6 billion by 2020, 
with sales of paid services accounting for 
approximately two thirds of operators’ 
revenues. The remainder will be made up by 
advertising revenues.

The following factors have positive influence 
on the video services market:  

 » increasing penetration of devices 
with access to video over the Internet: 
Smart TV, tablet PCs, smartphones;

 » measures against illegal content;
 » active cooperation between service 
providers and copyright owners, 
adding content, including new movies, 
to libraries.

Figure 6. Russian OTT market evolution,  
                   2014–2020, RUB bn

Source: TMT Consulting.
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Figure 5. Revenue and subscriber base on  
                   the Russian pay TV market,  
                   2015–2021

Source: TMT Consulting.
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Figure 4. Changes in the subscriber base by     
                   technology type in 2016 vs 2015, %
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DATA CENTRES

Digital economy is growing rapidly, and 
demand for data storage and processing 
is on the rise. Leasing space for clients’ 
servers and server equipment is wide-
spread in Russia, as in the rest of 
the world. Demand for virtual capacity, 
data storage and backup systems is also 
growing, due to the increasing popularity 
of cloud services. During the next four 
years, the entire market will be driven by 
ongoing digital transformation, with experts 
forecasting two-digit growth for the Russian 
data-centre market over the same 
period – to RUB 30 billion.  

In infrastructure service sales, particularly 
to large customers, the IaaS model has 
gained most traction in the Russian market. 
Demand for readily-available applications 
(SaaS), which are more popular with SMEs, 
is also growing. Platform-as-a-Service 
(PaaS) products, which hold even greater 
promise than SaaS solutions, are at an early 
stage of development now and are just 
starting to gain traction with customers. 
Nonetheless, experts forecast that IaaS 
will remain the fastest growing segment of 
the Russian cloud service market until 2020. 

INDUSTRIAL INTERNET OF THINGS (IIOT)

Efforts to improve the efficiency of 
production and manufacturing processes 
are a key driver of IIoT. Adoption of IIoT has 
major implications for the performance 
of both individual businesses and 
the national economy in general, driving 
labour productivity gains and GDP growth. 
This transition will create a service-based 
model of the economy focused on digital 
transformation of manufacturing and other 
traditional industries, data-sharing across 
the manufacturing value chain and Big Data 
adoption.

Figure 7. Russian data centre market  
                   evolution, 2014–2020, RUB bn

Source: Company data.
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                   evolution, 2014–2020, RUB bn

Sourceи: SAP, Forester.
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CLOUD SERVICES  

While the global IT market is stagnating, 
the cloud segment keeps growing at a rapid 
pace. Private companies and government 
structures migrate to cloud-based services 
in a bid to improve own performance and cut 
capital expenses. Higher penetration rates 
of broadband across Russia and continued 
4G roll-out are an additional growth driver 
for cloud-based services. According to 
CNEWS, large corporates currently account 
for about 80% of cloud service providers’ 
revenues, with only 20% coming from 
SMEs. At the same time, the SME segment 
is considered to hold the most promise 
for the segment growth and its share is 
projected to grow incrementally.
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Public utilities, transport, healthcare, 
agriculture and power generation are 
the industries with the biggest potential for 
adoption of IIoT solutions and platforms. 
According to experts, this market has huge 
growth potential. It is expected to grow in 
Russia at an average annual rate of over 
60% and exceed RUB 125 billion by the end 
of 2020.

GEODATA

Geodata resources include cloud services 
that can be used to address a wide range 
of applied problems involving the use of 
spacial data in the economy, construction, 
environmental protection, area planning 
and the public services sector. According to 
expert estimates, the size of this market will 
exceed RUB 90 billion by the end of 2020. 

Figure 9. Russian IIoT market evolution,  
                   2015–2020, RUB bn

Source: Company estimates, Cisco, IDC,  

McKinsey Global Institute

2015 2020E

11.0

CAGR 63%
2015-2020

126.0

Figure 11. Russian geodata market evolution, 
                         2015–2020, RUB bn

Source: Company data, Roscartography
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Figure 10. Russian M2M market evolution, 
                      2014–2020, RUB bn

Source: TMT Consulting, iKS-Consulting
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The M2M sector, part of the IoT market, 
is one the fastest growing segments. 
Comprising mostly the B2B segment, this 
market was rapidly growing even during 
the recent economic crisis; TMT Consulting 
estimates its growth in 2016 at 43% and size 
at RUB 4 billion.
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MOBILE SERVICES

Revenues from mobile services, 
a traditional market driver accounting for 
55% of the industry revenues, have been 
falling for the second consecutive year. 
Mobile revenues slipped 0.7% in 2015 and 
0.3% in 2016. However, the subscriber 
base has kept growing, with the subscriber 
numbers increasing by 2.9% to 259 million, 
with all major operators posting lower 
ARPU.

2016 saw renewed interest in MVNO both 
from operators and large corporates 
potentially capable of attracting vast 
numbers of customers. These are mostly 
operator projects, with the most important 
projects run by leading providers of Internet-
access, pay TV and telephony services. 

FIXED-LINE TELEPHONY

Even though revenues continued to fall 
in 2016 due to migration of voice traffic 
to mobile and OTT services, demand for 
fixed-line telephony services still exists. 
TMT Consulting forecasts the penetration 
rates of fixed-line telephony to slip from 
42% to 33% by 2021. Apart from continued 
focus on traditional services, operators 
seek to enter adjacent markets and actively 
expand into new business areas, develop 
and promote bundled offers. Rostelecom 
is the absolute leader in this segment, 
servicing 67% of the Russian fixed-line 
telephony market.

2010

Source: TMT Consulting.

Figure 13. Russian MNNO market evolution,  
                     2010–2016, million subscribers
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Figure 12. Revenue and subscriber base on
the Russian mobile services market, 2015–2021
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Figure 15. Broadband market structure by
operator and segment in 2016, %
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Figure 14. Structure of the Russian   
                      telecom market, 2016, % 
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Rostelecom remains the indisputable leader 
in most of its markets, namely fixed voice, 
broadband, pay TV, VAS and cloud products 
such as data centres and video surveillance, 
wholesale services and other services 
across all existing customer segments – 
В2С, В2В/B2G and B2O. 

In 2016, the Company consolidated its 
leadership on its traditional markets and 
continued developing business lines with 
a high growth potential, such as data 
centres, geodata, cloud services and others. 
Improving customer satisfaction through 
expanding the range of content and digital 
services and migration to the integrated 
digital service provider model can be seen as 
the Company’s key long-term objective.

The competitive landscape on 
the telecommunications market has not 
changed in 2016, with the top five operators 
accounting for 82% of the market:

Competitive  
Analysis  
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In 2016, Rostelecom led the market in 
terms of absolute subscriber base growth, 
with the number of its retail customers 
on the broadband market growing by 
638 thousand over the year. Most of this 
growth was attributable to regions (above all 
the Central Region, Volga Region and 
Siberia); however, the Company also grew on 
the Moscow market ensuring its competitive 
edge. 

Rostelecom’s share of the Russian capital’s 
broadband market is 19%3, greater 
than the shares of most players in this 
region. Starting in Moscow from scratch, 
the Company evolved into a leader of 
the highly competitive broadband market 
in just a few years and continues to 
successfully grow on this market.

Source: TMT Consulting.
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Figure 16. Broadband market structure  
                      in Moscow in 2016, %
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3 By the number of subscribers according to TMT Consulting data for 2016.  
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Rostelecom’s position in the fixed 
voice segment is historically strong; 
the Company accounts for 60% of the local 
communications market, 72% of the intra-
zone communications market and 62% of 
the international and domestic long-distance 
traffic.

According to TMT Consulting, Rostelecom’s 
share of net adds remains consistently high 
(over 50%), thanks to high-quality network 
infrastructure, the Company’s ability to offer 
high-speed tariff plans, and promotion of 
individual products in service bundles with 
unique content offer and enhanced customer 
service.

Gross additions in rural areas, supported 
by the construction of fibre optic networks 
in small population centres under the BDD 
Programme made a marked contribution to 
the overall growth in the broadband market 
between 2014 and 2016. 

In 2016, Rostelecom maintained its absolute 
leadership in IPTV, with the Company’s 
ARPU in this segment growing by 5% and 
885 thousand new customers signing up for 
the service.

Following the acquisition of Safe Data Group 
in 2015, Rostelecom became the leader in 
a high-potential, high-growth market for 
data centre services, with a share of 14% 
by the number of racks. The Company 
continues to actively grow this business 
line by building new facilities and offering 
higher-margin cloud services, thus steadily 
strengthening its competitive edge on this 
market. 

Rostelecom contributes to the development 
of the mobile data market leveraging its 45% 
interest in a joint venture with Tele2. Tele2 is 
the fastest growing player on the mobile 
market with a share of 15%, steadily growing 
its subscriber base and posting two-digit 
revenue growth rates.

Source: TMT Consulting.
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Figure 17. IPTV market structure  
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AMENDMENTS TO FEDERAL LAW ON 
THE NATIONAL PAYMENT SYSTEM
 
In 2016, Federal Law On the National 
Payment System was amended to allow 
subscribers to communications services 
(including fixed-line subscribers) to top 
up their accounts via customer accounts 
and use the balance to pay for third-party 
services.
This initiative is expected to encourage 
the use of advanced telecommunications 
technologies and services to pay for goods 
and services by making transactions 
much easier and faster and improving 
accessibility of public services.

AMENDMENTS TO FEDERAL LAW ON 
COMMUNICATIONS WITH REGARD TO 
ESTABLISHING ADDITIONAL MEASURES 
TO COUNTER TERRORISM AND ENSURE 
PUBLIC SAFETY

On 7 April 2016, State Duma deputy 
Irina Yarovaya and senator Viktor Ozerov 
introduced to the Russian State Duma a bill 
On Amendments to Individual Legislative 
Acts of the Russian Federation with regard 
to Establishing Additional Measures to 
Counter Terrorism and Ensure Public 
Safety4, which contained amendments 
to Law On Communications and Law On 
Information, Information Technology and 
Information Protection. The bill was passed 
by the Federal Assembly of the Russian 
Federation and signed into effect by 
the Russian President5.

One of the new law’s provisions requires 
telecoms operators and Internet service 
providers to store within the territory of 
the Russian Federation all text messages, 
voice data, images, sound and video files, 
and other communications for up to six 
months from the date of their receipt, 
transmission, delivery and/or processing. 
These amendments will take effect from 
1 July 2018.

As of the date of this report, competent 
executive authorities were still developing 
and approving regulations covering 
the specific requirements and mechanisms 
to enforce this law.

4 № 1039149-6.
5 374-FZ dated 7 July 2016.

Key Regulatory  
Changes
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TMT Consulting forecasts continued 
steady growth of the Russian telecoms 
market over the next five years. A new 
breakthrough on the telecoms market is 
expected to come from the adoption of 
new technologies including 5G; however, it 
will not be commercially launched before 
the end of 2020.

Some segments of the telecoms market 
will grow at relatively faster rates over 
the next five years, namely:

 » mobile and fixed-lined Internet market;
 » IoT/М2М market;
 » international channel lease market;
 »  fixed and mobile OTT-TV and other OTT 
services.

Telecoms operators will continue adding 
new innovative services from adjacent 
areas outside the traditional telecoms 
market, with data-centre, cloud and big 
data services holding the most potential.

Geographically, Moscow’s share of the 
total telecoms market is expected to slip 
1 p.p. by 2021 due to faster growth of other 
regions. 

Industry 
Outlook
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Changes in the market structure 
geography-wise will be driven by 
the following factors:

 » continued expansion of 3G and 4G 
into the regions due both to improved 
quality of coverage and roll-outs in 
new population centres, and growing 
penetration rates of 3G- and 4G-enabled 
mobile devices;

 » the entry of the fourth federal player in 
the Moscow market; further growth in 
penetration rates for Internet-access and 
pay TV services in smaller towns. 
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Growth Strategy

Five areas of strategic growth were defined 
in 2013 to bring about major transformations 
within the Company by optimising its 
traditional telecommunications business 
and identifying additional sources of growth. 
New challenges were added towards 
the end of 2015, as the Company sought 
to expand into high-potential market 
segments which could add momentum to 
the process of transforming Rostelecom 
into an integrated provider of digital services 
and platforms. We made great strides on 
our digital transformation journey over the 
recent years, as evidenced by the growth of 
the digital segment’s share of total revenues 
to 44% in 2016. 

One of our near-term priorities is to 
maintain our focus on improving the quality 
of service for our customers across our 
offering and on further enhancing customer 
experience. It is an essential pillar of our 
strategy and one that requires further 
improvement to sharpen our customer 
focus across the board and enhance 
our value proposition for customers. 
Our top priorities in this area include 
keeping our services simple and easy 
to use, addressing customer concerns 
and providing information support 
and advice anytime across a variety of 
channels (offices, call centres, multimedia 
channels, self-service functionality). 

Further enhancement of our value 
proposition is also possible through 
expanding our range of available services, 
launching new customised solutions, 
and improving the Company’s agility 
and flexibility in responding to changes 
in demand and evolving needs of our 
customers. It is another strategic focus for 
us to sharpen our competitive edge and 
ensure sustainable revenue growth going 
forward. One example is the initiative we 
started in 2016 by launching a number of 
IIoT pilots with companies in the oil and 
gas, power generation and engineering 
sectors. Generally speaking, IIoT is a very 
broad concept. We include in this category 
any activities related to data collection, 
processing and subsequent use in the 
real economy. Therefore, the Internet 
can make processes in basic industries 
cheaper and faster, and offer additional 
competitive advantages through efficiency 
gains. Another important feature of IIoT is 
that it helps build ecosystems that break 
silos between market segments and link up 
a multitude of actors.

In the M&A market, we continue to closely 
monitor regional broadband opportunities, 
assessing potential acquisition targets that 
are economically viable for us and selectively 
growing our foothold on local markets. 
We also have a venture capital fund focused 
on new technology assets. As a matter of 
priority, the fund seeks exposure to assets 
with expertise in our focus areas.

Sergei Anokhin,  
Senior Vice President
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VISION: BUILDING 
A DIGITAL RUSSIA

MISSION: STRATEGIC  
AMBITION: 

VALUES: 
Provide people with high-quality 
convenient digital services for 
comfortable life and effective business 
management

To become an integrated provider 
of digital services

Our customers shape our future; We work 
for the benefit of people; Our decisions are 
driven by intellect and data; We deliver and 
are proactive.

STRATEGIC  
PRIORITIES:
 » Technology leadership

 » Differentiated offerings

 » Customer service excellence

 » Organisational transformation

 » Operational excellence

GOAL:
 » Service provider of choice 

 » Best ROI

 » Employer of choice

NEW STRATEGIC AREAS  
OF FOCUS: 
 » Data centres

 » Cloud services

 » OTT

 »  IIoT

 »  Geodata

STRATEGIC AREAS OF FOCUS:
 » Completely unique, attractive, simple 

and honest offers

 » Loyalty programmes and digital partner 

services

 » Leadership in efficiency

 » Time to market

Mobile business  
(Tele2 )

Fixed-line 
business
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STRATEGIC  
REVIEW

EVOLUTION OF  
KEY STRATEGY  
COMPONENTS

 COMPLETELY 
UNIQUE PRODUCTS

EDGE ON 
TECHNOLOGY IN 

IP NETWORKS

ORGANISATIONAL 
TRANSFORMATION

OPERATIONAL 
EXCELLENCE

LEADER IN HIGH-SPEED, 
RELIABLE INTERNET-

ACCESS SERVICES

LEADER IN DIGITAL 
PLATFORMS AND 

SERVICES

CUSTOMER SERVICE 
IN LINE WITH BEST 

PRACTICE
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6 Growth Strategy 2014–2018 is in place at Rostelecom, approved by the Board of Directors in December 2013 (Minutes No. 23 dated 16 December 2013). No changes were made to the 2014–2018 
Strategy in 2016. In October 2015, the Board reviewed the strategic opportunities available to the Company in new market segments. Key growth points in the new services segments include data 
centres, cloud services, OTT video, Industrial Internet of Things, and geodata.

FIXED-LINE BUSINESS SEGMENT6

Rostelecom’s goal in the fixed segment, 
which is the Company’s core segment in 
terms of revenue and available expertise, is 
to provide its customers with high-quality 
advanced communications services while 
improving internal operational efficiency.

Rostelecom’s key objective for the next 
few years is to shift to a business model of 
an integrated digital service provider offering 
the market a platform with its own and third-
party digital services.

To this end, Rostelecom focuses on 
the following five key areas:

 » driving competitive edge in technology  
through the construction of advanced high-
speed network infrastructure based on 
fibre-optic technology;

 » promotion of differentiated products  
through bundled offers and launching new 
advanced digital services;

 » provision of customer service in line with 
best practice through the deployment 
of best customer service standards and 
enhancement of customer experience;

 » lean-based organisational transformation, 
streamlining the organisational structure, 
and fostering a customer-focused approach 
in the Company; 

 » internal efficiency improvements  through 
OPEX reduction programmes.

 
MOBILE BUSINESS SEGMENT 

The Company decided to develop its mobile 
business through a joint venture with Tele2 
Russia with a view to create a leading 
nationwide mobile operator.

In 2016, Tele2 adopted a new strategy until 
2021. Under the new strategy, Tele2 plans to 
become a key player of a new mobile-based 
digital ecosystem through partnerships with 
other companies.

Tele2 sees its role as providing a convenient, 
attractive platform to market new products 
and services in various spheres of life not 
only to customers but to partners as well, 
while maintaining its fundamental principles 
of operating with transparency and integrity.

NEW STRATEGIC OPPORTUNITIES

In October 2015, the Board of Directors 
of Rostelecom reviewed the Company’s 
strategic opportunities in new market 
segments. Apart from developing traditional 
business segments, including broadband 
and pay TV, Rostelecom intends to expand its 
footprint on new markets with high growth 
potential. In addition to its vast expertise, 
the Company has required infrastructure 
and an extensive customer base to unlock 
the growth potential of these market 
segments. Key growth points in the new 
services segment are:

 » Data centres;
 » Cloud services;
 » OTT video;
 » Geodata;
 » Industrial Internet of Things (IIoT).

 
Successful performance on new markets 
will provide the Company with a platform 
to support high revenue growth rates in 
the future.
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7    The Long-term Development Programme was approved by the Board of Directors on 29 January 2015, minutes №28. 
8    The list of 2016 KPIs was supplemented in accordance with new directives by an integrated innovation KPI and a KPI for opex reduction.
9    On 28 December 2016, the Board approved updated KPI targets for 2016 for the worst-case scenario to supplement those in the approved 2016 Programme. 
10   Actual performance against KPI targets set in the 2016 Long-Term Development Programme is detailed in Appendix 7.

LONG-TERM DEVELOPMENT 
PROGRAMME

In January 2015, the Board of Directors 
approved the Company’s Long-term 
Development Programme7, developed in 
accordance with the Governmental directives 
and guidelines of the Russian Ministry 
of Economic Development. Along with 
the Long-term Development Programme, 
the Board of Directors also approved 
Key Performance Indicators (KPIs) for 
2015–20198,9,10.  

The Long-term Development Programme 
was developed pursuant to the Company’s 
strategy and defines tactical activities and 
tools to achieve its strategic goals until 2019.

The scope of the Long-Term Programme 
covers all activities of Rostelecom both in 
consolidating its market position, driving 
infrastructure development and supporting 
innovation-driven growth, and in improving 
business performance.

Adequate investment, HR and management 
resources were allocated to support 
the activities set out in the Long-Term 
Programme. These activities are well 
balanced to reflect financing capabilities of 
the Company. 
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ROSTELECOM’S CONTRIBUTION TO SOCIETY11

Focus area
Unit of 

measurement
2014 2015 2016

Shareholders

Dividends RUB m 7,294 16,500 15,00012 

Employees

Total headcount thousand 
people 158.9 149.9 142.5

Payroll expenses13 RUB m 65,862 67,184 66,018

Investment in training RUB m 347.2 353.6 452.6

Contributions to Telecom-Soyuz private 
pension fund RUB m 1,096 959 703.6

H&S costs RUB m 773.5 623.2 550.6

Government

Income tax RUB bn 7,211 2,436 4,692

Other taxes RUB m 6,107 5,560 5,097

Society

Membership dues, payments to trade 
unions, charitable programmes RUB m 791 854 660

Environment

Environmental expenditure RUB m 130.6 129.7 128.8

Table 1. 
As a national telecom operator servicing 
millions of people across Russia, 
Rostelecom has a major impact on the social 
and economic development of society. 
The Company’s values are centred around 
its customers. Therefore, the Company is 
not only focused on growing a successful 
business but also seeks to create value for 
society – its products and services improve 
the quality of life for people throughout 
Russia.

Sustainability

SUSTAINABILITY 
STRATEGY

11   The data in the table are presented in accordance with the 2016 IFRS consolidated financial statements. For more details see Rostelecom’s Sustainability Report 2016.
12   Dividends for 2016 will be approved by the General Shareholders’ Meeting in 2017. 
13   According to Note 24 to the 2016 IFRS consolidated financial statements.
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Contribute to the 
country’s transition to 
innovative development.

Become a technology 
leader in innovative 
solutions.

For more details see the 
Innovative Development 
Programme section of 
the Company’s website: 
 
http://www.company.
rt.ru/projects/PIR/

Rostelecom develops and deploys solutions aimed at:

 » providing citizens with equal access to digital resources and 
developing digital content;

 » providing high-quality ICT solutions for key industries of the 
Russian economy;

 » maintaining high security standards when providing services to 
government, corporate or retail customers.

Rostelecom adopted the Innovative Development Programme, 
focused on:

 » upgrading technologies and networks;
 » developing and launching new products and services based on 
innovative technologies;

 » improving the quality of business processes;
 » developing data storage and processing infrastructure.

»

»

INNOVATION  

»
» 

Goal What we do to achieve this goal Read more

http://www.company.rt.ru/projects/PIR/
http://www.company.rt.ru/projects/PIR/


  Annual report 2016  PJSC ROSTELECOM  39

Introduction Company  
Profile

STRATEGIC  
REVIEW

Operational 
Highlights

Financial 
Performance

Corporate 
Governance

Information  
for Shareholders  
and Investors

 Appendices

14  The Bridging the Digital Divide project is carried out on instructions of the Russian Government. Rostelecom is the single contractor for this project.
15  Universal Service obligations is a mechanism commonly used throughout the world to make a minimum set of communications services available to all citizens of a country. 

In Russia, the universal service concept was introduced by Federal Law On Communications, adopted in 2003.

Provide the benefits of 
telecommunications 
technologies and secure 
services to the widest 
possible public.

»

Conform to the highest 
standards of business 
ethics.

Significantly reduce 
corruption and bribery.

Ensure a high level of 
customer service in line 
with best practices.

Improve customer 
satisfaction.

More details are 
available in Rostelecom’s 
Sustainability Report 
2016  
 
and on the Company’s 
website: 
www.company.rt.ru/en

More details are 
available in Rostelecom’s 
Sustainability Report 
2016  
 
and on the Company’s 
website: 
www.company.rt.ru/en

Rostelecom has been implementing the nationwide Bridging 
the Digital Divide project14 to help close the gap in access to 
information and communication technology between different 
regions of Russia and provide equal access to universal service15 for 
more than 4 million residents of small population centres across 
Russia.

 »Rostelecom improves service quality, develops and deploys 
innovative solutions and improves its services to meet customer 
expectations.

 » Rostelecom provides its customers with 24/7 information and 
advisory support via a variety of channels.

 » Rostelecom regularly undertakes assessments of customer 
satisfaction with its services.

»
»

»

 » Rostelecom has in place a Code of Ethics conforming to 
the highest standards of business ethics.

 » Rostelecom is guided by anti-corruption policies and monitors and 
evaluates their implementation on a regular basis.

 » Rostelecom implements effective financial controls.
 » Rostelecom deploys open and transparent procurement 
procedures.

 » Rostelecom manages its relations with partners and 
counterparties with due regard to its anti-corruption policies.

 » Rostelecom cooperates with the government to help justice and 
law-enforcement.

»

»





Goal What we do to achieve this goal Read more

IMPROVING QUALITY AND ACCESSIBILITY OF SERVICES

BUSINESS ETHICS AND REDUCING CORRUPTION 
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Improve the quality 
of life for millions of 
people across Russia 
by removing digital 
barriers, making 
communications 
services available to 
all, and running social 
programmes.

»

Contribute to providing 
equal access to 
education and improving 
computer literacy for the 
widest possible public.

More details are 
available in Rostelecom’s 
Sustainability Report 
2016  
 
and on the Company’s 
website: 
www.company.rt.ru/en

More details are 
available in Rostelecom’s 
Sustainability Report 
2016  
 
and on the Company’s 
website: 
www.company.rt.ru/en

Rostelecom is carrying out the Digital Equality programme 
to make communications services available to senior citizens, 
children in orphanages, children in needy families and physically 
challenged children.

Rostelecom’s products and services provide a lot of people with an 
opportunity to get better education and improve literacy.

The Company is carrying out the following programmes in this area:
 » The ABC of the Internet, focused on computer training for senior 
citizens;

 » Learn the Internet – Manage It!, focused on improving computer 
literacy among young people;

 » distance training programme for children with special needs;
 » ROST (“GROWTH”) partnership-based distance training 
programme for residents and graduates of orphanages and foster 
homes, and children deprived of parental care;

 » Rostelecom developed an e-learning platform enabling connection 
of schools to a unified e-learning and distance training system.The 
platform will provide every school student in Russia, irrespective 
of their location, with equal access to high-quality educational 
content and e-learning technologies.

»

»

»





PROVIDING EQUAL ACCESS TO EDUCATION AND  
IMPROVING COMPUTER LITERACY

Goal What we do to achieve this goal Read more

SUSTAINABLE DEVELOPMENT OF SOCIETY
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Become the employer of 
choice for best talent.

More details are 
available in Rostelecom’s 
Sustainability Report 
2016  
 
and on the Company’s 
website: 
www.company.rt.ru/en

 » Rostelecom fosters favourable working environment and a unifying 
corporate culture.

 » Rostelecom provides fair, competitive remuneration to its 
employees.

 » Rostelecom runs social programmes for its employees.
 » Rostelecom is implementing a new corporate pension, expected to 
attract no less than 80% of employees.

 » Rostelecom provides its employees with career advancement, 
training and professional realisation opportunities.

»

Provide safe and healthy 
working environment for 
employees.

Reduce injury rate to 
zero.

More details are 
available in Rostelecom’s 
Sustainability Report 
2016  
 
and on the Company’s 
website: 
www.company.rt.ru/en

 » Rostelecom invests in workplace safety and provides employees 
with adequate safety clothing and footwear, as well as other 
personal protective equipment.

 » Rostelecom fosters a safe work culture among its employees and 
promotes healthy lifestyles.

EMPLOYEE HEALTH AND SAFETY

Goal What we do to achieve this goal Read more

ENSURING DECENT WORKING CONDITIONS 

» 

» » 
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Reduce Rostelecom’s 
environmental 
footprint and preserve 
the environment for 
future generations.

Reduce energy 
consumption and 
maximise the use of 
green energy.

More details are 
available in Rostelecom’s 
Sustainability Report 
2016  
 
and on the Company’s 
website: 
www.company.rt.ru/en

 » Rostelecom makes efficient use of natural resources.
 » Rostelecom upgrades networks and infrastructure by introducing 
more energy efficient equipment.

 » Rostelecom seeks to reduce its energy consumption and 
greenhouse gas emissions and helps its customers to follow suit.

 » Rostelecom increases the share of renewables in total energy mix 
and seeks to gradually maximise the use of green energy.

 » Rostelecom fosters environmentally friendly culture in society.

»

Contribute to improving 
the openness, safety and 
sustainability of cities 
and other settlements.

More details are 
available in Rostelecom’s 
Sustainability Report 
2016  
 
and on the Company’s 
website: 
www.company.rt.ru/en

 » Rostelecom offers innovative solutions based on the smart city 
concept, including solutions for public utilities, power generation 
industry, transport, IIoT, and security.

 » The Company’s product Geodata can be used as a basis for 
developing technologies to ensure safety and sustainability of 
cities, agricultural areas and ecosystems.

»

OPENNESS, SAFETY AND SUSTAINABILITY OF CITIES  
AND OTHER SETTLEMENTS.

ENVIRONMENTAL PROTECTION  
AND ENERGY EFFICIENCY

»
»





Goal What we do to achieve this goal Read more
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Rostelecom’s sustainability agenda 
is largely shaped by the nature of 
the telecommunications business. 
Today, information technology is an inherent 
part of virtually every aspect of our corporate 
life and is a driving force behind societal 
development. 

Access to the latest technologies available 
on the telecoms market, combined with 
high professional competencies, allows 
Rostelecom to consistently improve the life 
of millions of Russian citizens.

BUSINESS ETHICS 
AND REDUCING 
CORRUPTION: 

openness and 
transparency in relations 
with customers, partners 
and shareholders.

EMPLOYEES: 

providing attractive 
working conditions; 
professional development 
of employees, care for 
their health and safety.

SERVICES: 

development and 
roll-out of innovative 
solutions that further 
improve the quality of 
Rostelecom’s services 
and make them even 
more useful and 
valuable for customers; 
improving accessibility of 
the Company’s services 
for small population 
centres.

ENVIRONMENT: 

minimising 
the Company’s 
environmental footprint, 
improving energy 
efficiency and fostering of 
environmental culture in 
society.

SOCIETY:  
 

social, volunteer and 
charitable programmes 
improving the quality of 
life for Russian citizens 
and contributing to 
sustainable development 
of society.

ROSTELECOM’S 
SUSTAINABILITY 
PRIORITIES:

Rostelecom empowers people –  
both through provision of its 
services and through funding 
of projects and initiatives 
addressing socially important 
issues.
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In 2016, the Company 
reinvented its approaches to 
corporate social responsibility. 
The Company shifted its focus 
to improving the quality of life 
for Russian citizens through 
innovative technologies, 
pricing policy, and social, 
educational and volunteer 
programmes.

services will provide an additional boost 
to the development of construction and 
telecoms industries, as well as the overall 
economy of small population centres.

The Company consistently contributes 
to efforts to address socially important 
issues. In 2016, Rostelecom consolidated 
all its socially significant projects into 
the nationwide Digital Equality programme. 
The programme aims to improve the quality 
of life for millions of Russian citizens by 
eliminating digital barriers and making 
communications services available to such 
underprivileged and vulnerable groups as 
senior citizens, children in orphanages, 
children in needy families, physically 
challenged children, and others.

The Company also uses its proprietary 
technologies to enhance education. 
The Company developed a unique integrated 
solution – a unified e-learning platform 
enabling connection of schools to a unified 
e-learning and distance training system. 
The core functionality of the platform 
covers all aspects of the education 
system: e-libraries, distance training 
services, advanced training for teachers, 
assessments, testing and monitoring. 
The platform will provide every school 
student in Russia, irrespective of their 
location, with equal access to high-
quality educational content and e-learning 
technologies.

Advanced informational technologies 
of Rostelecom help ensure effective 
management of corporate business 
processes. The e-government platform 
operated by Rostelecom provides a simple 
and transparent interface for interactions 
between citizens and the government. 
New generation of digital services and 
platforms (national data centre network, 
cloud services, OTT services, IIoT solutions, 
and geodata services) help the Company’s 
customers to store huge volumes of data 
and process them with higher quality.

The nationwide Bridging the Digital 
Divide programme helps close the gap in 
access to information and communication 
technology between different regions 
of Russia and provide equal access to 
universal service16 for more than 4 million 
residents of small population centres across 
Russia. Rostelecom believes that higher 
accessibility of advanced communications 

BUSINESS ETHICS 
Rostelecom is committed to the principles 
of openness, integrity and transparency. 
The Company believes this is the only way 
to maintain and enhance its reputation as 
a reliable partner, responsible corporate 
member of society, and reliable supplier of 
high-quality accessible services.

Rostelecom’s sustainability agenda is based 
on clear rules of business conduct set forth 
in the Company’s Code of Ethics and steeped 
in its corporate values of professionalism, 
responsibility, innovation, openness and 
continuity.

The Code of Ethics defines the principles 
governing Rostelecom’s decisions in various 
situations.

Principles of Rostelecom’s Code of Ethics:

 » legality;
 » integrity;
 »  openness;
 »  privacy;
 »  engagement.

 
These principles are mandatory for all 
employees of the Company.

Any employee can report violations of 
the Code of Ethics to a dedicated e-mail 
address: ethics@rostelecom.ru.

16  Universal Service obligations is a mechanism commonly used throughout the world to make a minimum set of communications services available to all citizens of a country. 
In Russia, the universal service concept was introduced by Federal Law On Communications, adopted in 2003.
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For more details on Rostelecom’s Anti-
Corruption Policy please visit the Company’s 
website at: www.company.rt.ru/en

Rostelecom has a zero tolerance approach 
to any manifestations of corruption, 
demonstrating its commitment to high 
standards of business conduct and ethics 
in dealings with any and all stakeholders. 
In 2014, the Company introduced an Anti-
Corruption Policy, which set forth the basic 
principles and requirements for compliance 
with anti-corruption regulations by all 
employees, management, members of 
the Management Board and the Audit 
Commission of Rostelecom.

For more details on Rostelecom’s Anti-
Corruption Policy please visit the Company’s 
website at: www.company.rt.ru/en

INVESTING IN SOCIETAL 
DEVELOPMENT

Rostelecom leverages its expert knowledge, 
competencies and skills to improve the 
quality of life for people in Russia, provide 
career guidance to young people, and make 
high-quality services available to all citizens 
through the use of telecommunication 
technology.

The Company employs a range of tools to 
contribute to societal development in Russia

 » OWN SOCIAL PROGRAMMES
Programmes designed and run by 
Rostelecom with optional participation of 
partners; the most prominent example is 
the Digital Equality programme;

 » PARTNERSHIP-BASED PROGRAMMES 
Programmes driven through Rostelecom’s 
partnerships with non-profit and non-
governmental organizations, state-
owned and private companies for joint 
implementation of social initiatives;

 » VOLUNTEER ACTIVITIES 
Rostelecom employees contribute to social 
causes by joining volunteer programmes 
pursued by the Company’s partners;

 » CHARITABLE ACTIVITIES 
Free financial assistance to organisations or 
individuals to address important issues;

 » SPONSORSHIPS 
Fnancial support for causes and initiatives in 
culture, sports, and preservation of cultural 
heritage.

The nationwide Digital Equality programme 
is the most ambitious and important social 
programme pursued by Rostelecom

For more details on the Digital Equality 
programme initiatives see Rostelecom’s 
Sustainability Report 2016 or go to 
the Company’s website at:  
www.company.rt.ru/en.
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Rostelecom maintains its focus on the Long-
Term Personnel Transformation Programme 
spanning the period until 2019. The purpose 
of the programme is to attract and retain 
best talent, create career opportunities, 
provide decent remuneration, recognise 
achievements, foster dialogue with 
managers and develop leadership skills 
in people in management roles. All these 
initiatives boost Rostelecom’s profile as 
the employer of choice, supporting its 
longer-term development goals.

In 2016, the Company adopted new vision, 
mission and corporate values. Combined, 
they formed the pillars of Rostelecom’s 
corporate culture, which is based on 
the principles of partnership for common 
goals, focus on results and operational 
excellence.

To achieve its goal of successful 
transformation into a digital service provider 
and ensure long-term sustainable business 
and shareholder value growth, Rostelecom 
made a number of important decisions to 
enhance its long-term incentive scheme, 
including the introduction of a new corporate 
pension scheme.

Rostelecom sees provision 
of more opportunities for 
the professional realisation of 
its employees as its priority.

RUB million were paid by Rostelecom
as contributions to private pension  
fund in 201617

RUB million were invested by Rostelecom 
in employee training in 2016

17  2016 data. Including contributions to JSC TELECOM SOYUZ NPF and JSC NPF ALLIANCE private pension funds.

INVESTING IN 
EMPLOYEES
Rostelecom employs more than 
140 thousand people, whose expertise, 
ideas, knowledge and skills enable the 
Company to fully unlock its growth potential 
through seizing new opportunities. We are 
confident that a highly professional team 
is a key factor of our sustained success 
and development over the longer term. 
Therefore, Rostelecom is committed to 
building a fully enabling environment for the 
development of professional, personal and 
business skills of its employees.
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Safe working conditions and health of 
employees is a priority on Rostelecom’s 
CSR agenda. The Company pays 
particular attention to compliance with 
all requirements and norms of labour 
law. Rostelecom continuously invests in 
workplace safety and provides employees 
with adequate safety clothing and footwear, 
as well as other personal protective 
equipment, in accordance with the industry 
standards. Rostelecom spares no effort 
to foster a safe work culture and promote 
healthy life-styles across its organisation.

Employee training and development remain 
top of the agenda and are provided both by 
external and in-house experts – based on 
the corporate university’s platform, which 
provides the services of in-house coaches, 
and online, through a corporate distance 
training platform.

RUB million were spent by Rostelecom  
to improve work safety in 2016
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Rostelecom employs know-how both in 
its operations (in upgrades of telecoms 
infrastructure and equipment, and service 
provision) and internally. Rostelecom has 
in place an energy efficiency programme, 
which replaces energy-intensive equipment 
and rolls out automated lighting and heating 
control systems in the Company’s offices. 
Rostelecom also uses green energy (solar 
panels, wind plants, hybrid wind and solar 
power systems and microturbines).

The Company is focused on implementing 
the green office concept, which facilitates 
more efficient use of the Company’s 
resources, minimises waste generation and 
makes use of greener materials.

ENVIRONMENTAL 
PROTECTION AND 
ENERGY EFFICIENCY 
Rostelecom seeks to make efficient use 
of natural resources and act responsibly 
towards the environment. The Company 
is committed to fostering environmental 
culture in society, supporting environmental 
education programmes and participating in 
landscaping and urban greening initiatives. 
Reduction of energy consumption and 
deployment of energy efficient technologies 
is a priority for Rostelecom.

In 2015, the Company introduced an 
Environmental Policy, which defined the key 
principles and approaches to managing all 
environmental aspects of the Company’s 
operations and provided a framework 
for planning and implementation of 
environmental protection activities.

RUB million  were spent by Rostelecom
on environmental programmes in 2016
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STRATEGIC  
REVIEW

RISK MANAGEMENT 
ACTORS 
Participants in the risk management 
process include the Board of Directors, 
the Company’s management, business 
units and employees, with responsibilities 
assigned as described below:

 » The Board of Directors is responsible 
for the monitoring of risk management 
performance;

 » The Audit Committee is responsible for 
making recommendations to the Board of 
Directors;

 »  The Company’s management is responsible 
for management of the key corporate 
risks and regular monitoring of the risk 
management system;

 »  Internal Audit performs assessments of 
risk management performance and makes 
recommendations based on the results of 
such assessment.

 »  The Senior Risk Manager and Risk 
Management Unit set up, monitor and 
maintain the risk management system. 
For more details see the Corporate 
Management section;

 » The Company’s Internal Control Unit 
coordinates activities related to building 
the internal control system and maintaining 
its performance;

 » The Company’s business units and 
employees are responsible for risk 
management in line with their duties.

RISK MANAGEMENT  
IN  2016 
In the reporting period, Rostelecom 
continued to improve the processes 
supporting timely prevention of risks and 
mitigation of realised risks. The following 
measures were taken in 2016 to ensure 
effective risk management and improve risk 
management culture:

 » risk management system was implemented 
at major subsidiaries and affiliates; risk 
management framework was enhanced at 
macroregional branches;

 » a system to assess the cost of response 
measures and synchronise them with key 
projects was developed;

 » pilots were implemented to optimise 
performance assessment of response 
measures and develop risk indicator 
dashboard;

 » Risk Management Committees at 
the Headquarters and macroregional 
branches held quarterly in-person 
meetings;

RISK MANAGEMENT 
FRAMEWORK 
In line with the Company’s policy, risk-
focused approach is an integral part 
of business decision making process 
in Rostelecom. Systemic approach to 
risk management ensures sustainable 
development in an uncertain and volatile 
environment. Rostelecom approves its risk 
management programme every year, updates 
risks on a regular basis and monitors 
execution of risk-mitigation plans consistent 
with risk appetites.

The Company’s risk management system 
fully complies with Russian laws with due 
consideration to international standards18. 
The key documents governing risk 
management in Rostelecom are listed below:

 » Risk Management Policy;
 » Regulations on the Integrated Risk 
Management System;

 » Regulations on the Risk Management 
Committee of the Management Board.

18  GOST R ISO 31000:2010 Risk Management. Principles and guidelines, GOST R ISO 31010:  2011 Risk Management. Risk Assessment Methods”, etc.

Risk  
Management
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Subsidiary/Affiliate 
CEO**

Subsidiary/Affiliate 
CFO**

Subsidiary/Affiliate 
Risk Manager***

Headquarters

Macroregional Branch

Senior 
Risk Manager

Board of Directors

Audit CommitteeInternal Audit

Risk 
Management Unit

Risk Manager

  Functional reporting

  Administrative reporting

Macroregional branch 
management

President and 
Management Board

Risk Committee*

Subsidiary/Affiliate 
Board of Directors**

*   The Company’s management participates in the activities of the Risk Committee as risk owners and risk response owners. 
The Committee includes the 11 members of the Risk Management Committee (President, Senior Vice Presidents, Vice Presidents). 
The Risk Management Committee is led by the President of PJSC Rostelecom. 

**   May be different depending on the organisational structure of the subsidiary/affiliate.
*** If applicable.

Dagram 1. Risk management interactions diagram 
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STRATEGIC  
REVIEW

RISK MANAGEMENT 
PLANS 
In 2017, Rostelecom plans to accomplish 
a number of tasks to maintain and further 
enhance its effective risk management 
framework:

 » Development of risk management 
methodology: development of risk 
assessment methodology; optimisation 
of the risk classifier; development of the 
risk indicator dashboard; development of 
a system to assess performance of risk 
response measures;

 » Fostering a risk management culture;
 » Development of the risk management 
framework at the regional and subsidiary/
affiliate level.

1  Regulatory changes

2  Investment risk

3  FX risk

KEY RISKS
 » arrangements for project risk management 
were put in place;

 » risk identification stages were synchronised 
with the budget process;

 » risk management systems were integrated 
with the investment planning process;

 » a process to analyse maturity of the current 
risk management culture was developed;

 » distance training course on Risk 
Management Framework was piloted;

 » classroom training in risk management 
was delivered in the HQ, macroregional 
branches, subsidiaries and affiliates.

 
As a result, in 2016, risk response measures 
were implemented as planned, and risk 
realisation was within the set annual risk 
appetite.

1

2

3

8

912

11

4

5

610

7
PR

OB
AB

IL
IT

Y

MATERIALITY

M
ed

iu
m

Lo
w

Low Medium High

H
ig

h

Dagram 2. Key risk map
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19  This risk was identified in the 2016 Risk Management Programme.
20  This risk was identified in the 2016 Risk Management Programme.

4  B2B segment

5  New, high-growth markets

6  Broadband (B2C)

7  B2G segment

8  Fixed-line (B2C)

9  Industry-specific services and the  
         e-government project

10  M&A19 

11  Lower business margins

12  Real estate20 

Government Relations (a)
Commerce  (b)
Finance (c)
Strategy (d)
Administrative (e)
Technical Infrastructure (f)

Figure 18. Owners of key risks
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STRATEGIC  
REVIEW

2016 ranking Risk description Possible consequences Response measures Manageability in 2016

LEGAL RISKS

1
Regulatory changes 
The Company’s key legal risks are associated with changes in the legal regulation of certain types of services and 
business activities in the telecommunications industry. A substantial part of Rostelecom’s activities is regulated by 
the government authorities (FTS and FAS). Therefore, the Company takes into account risks of unfavourable regulatory 
changes.

Unfavourable regulatory 
changes

 » Monitoring of regulatory changes in the Russian Federation;
 » Interaction with regulatory authorities;
 » Development of mitigating measures.

FINANCIAL RISKS

2
Investment risk 
Rostelecom takes into account risks associated with delayed return on investment. Such risks can be realised due 
to late or defective performance by contractors. The foreign currency component of investment expenses can also 
affect return on investment projects: FX rate fluctuations can increase the costs of materials and, consequently, delay 
the achievement of return targets.

Delayed return on
the Company’s investments

 » Monitoring of investment projects at the implementation and operation stages
 » Import substitution initiatives.

3
FX risk
Rostelecom receives the bulk of its revenues in roubles, while some expenses, liabilities, capital expenditures and 
borrowings are denominated in foreign currencies. FX rate fluctuations may result in downward adjustment of 
the Company’s financial results related to FX settlements and FX-denominated cash.

Lower financial results  » Policy of preferred denomination of equipment and service supply contracts in 
the local currency;

 » Borrowing in accordance with the currency matching principle.

INDUSTRY-SPECIFIC RISKS

4
Revenue risk in the B2B segment
Rostelecom is facing increasing competition in the B2B segment of the Russian telecoms market, which may prevent 
the Company from retaining/growing its market share and customer base and weigh on its operating profits.

Reduced revenue  » Improving the CRM performance, integration with other information systems;
 » Improving the quality of technical customer support;
 » Enhancing service offering in high-grow segments.
 » Customer satisfaction surveys;
 » Monitoring and development of measures to improve customer satisfaction;
 » MVNO.

Table 2. 
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2016 ranking Risk description Possible consequences Response measures Manageability in 2016

LEGAL RISKS

1
Regulatory changes 
The Company’s key legal risks are associated with changes in the legal regulation of certain types of services and 
business activities in the telecommunications industry. A substantial part of Rostelecom’s activities is regulated by 
the government authorities (FTS and FAS). Therefore, the Company takes into account risks of unfavourable regulatory 
changes.

Unfavourable regulatory 
changes

 » Monitoring of regulatory changes in the Russian Federation;
 » Interaction with regulatory authorities;
 » Development of mitigating measures.

FINANCIAL RISKS

2
Investment risk 
Rostelecom takes into account risks associated with delayed return on investment. Such risks can be realised due 
to late or defective performance by contractors. The foreign currency component of investment expenses can also 
affect return on investment projects: FX rate fluctuations can increase the costs of materials and, consequently, delay 
the achievement of return targets.

Delayed return on
the Company’s investments

 » Monitoring of investment projects at the implementation and operation stages
 » Import substitution initiatives.

3
FX risk
Rostelecom receives the bulk of its revenues in roubles, while some expenses, liabilities, capital expenditures and 
borrowings are denominated in foreign currencies. FX rate fluctuations may result in downward adjustment of 
the Company’s financial results related to FX settlements and FX-denominated cash.

Lower financial results  » Policy of preferred denomination of equipment and service supply contracts in 
the local currency;

 » Borrowing in accordance with the currency matching principle.

INDUSTRY-SPECIFIC RISKS

4
Revenue risk in the B2B segment
Rostelecom is facing increasing competition in the B2B segment of the Russian telecoms market, which may prevent 
the Company from retaining/growing its market share and customer base and weigh on its operating profits.

Reduced revenue  » Improving the CRM performance, integration with other information systems;
 » Improving the quality of technical customer support;
 » Enhancing service offering in high-grow segments.
 » Customer satisfaction surveys;
 » Monitoring and development of measures to improve customer satisfaction;
 » MVNO.

High

Medium

Low
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STRATEGIC  
REVIEW

2016 ranking Risk description Possible consequences Response measures Manageability in 2016

5
Revenue risk in new, high-growth markets 
The Company develops and promotes innovative products and services, including IIoT solutions, and geodata, IP VPN, TV, 
and cloud services, etc. Delays in product launches or wrong product focus can result in a failure to achieve targets for 
new services.

Failure to achieve targets  
for new services

 » New service development strategy;
 » The Product Committee and the Department of Venture Products;
 » Optimisation of the business process for new product development and roll-out. 

6

Revenue risk in the B2C Broadband segment
Rostelecom is facing increasing competition in the B2C segment of the Russian Broadband market, which may prevent 
the Company from retaining/growing its market share and customer base and weigh on its operating profits.

Reduced revenue  » Improving the CRM performance, integration with other information systems;
 » Improving the quality of technical customer support;
 » Enhancing service offering in high-grow segments.
 » Customer satisfaction surveys;
 »  Monitoring and development of measures to improve customer satisfaction;
 »  Emergency monitoring;
 »  Projects to improve network quality (bandwidth).

7

Revenue risk in the B2G segment
Rostelecom is facing increasing competition in the B2G segment of the Russian telecoms market, which may prevent 
the Company from retaining/growing its market share and customer base and weigh on its operating profits.

Reduced revenue  » Supervision of contractors;
 » Business process updates;
 »  Post-investment monitoring;
 »  Improved customer service, customer satisfaction surveys and use of discounts. 

8
Revenue risk in the B2C Fixed-Line segment 
Rostelecom is facing increasing competition in the B2C segment of the Russian fixed-line services market, which may 
prevent the Company from retaining/growing its market share and customer base and weigh on its operating profits.

Reduced revenue  » The OTA – Therapy project is underway.

9
Revenue risk in industry-specific services and the e-government project
Rostelecom provides technology support for major nationwide projects and develops new products related to industry-
specific services. Key risk factors include increased competition and substandard quality of contractors’ work.

Reduced revenue  » Implementation of a monitoring system;
 » Performance assessment;
 » Development of technical expertise (technical support for sales).
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2016 ranking Risk description Possible consequences Response measures Manageability in 2016

5
Revenue risk in new, high-growth markets 
The Company develops and promotes innovative products and services, including IIoT solutions, and geodata, IP VPN, TV, 
and cloud services, etc. Delays in product launches or wrong product focus can result in a failure to achieve targets for 
new services.

Failure to achieve targets  
for new services

 » New service development strategy;
 » The Product Committee and the Department of Venture Products;
 » Optimisation of the business process for new product development and roll-out. 

6

Revenue risk in the B2C Broadband segment
Rostelecom is facing increasing competition in the B2C segment of the Russian Broadband market, which may prevent 
the Company from retaining/growing its market share and customer base and weigh on its operating profits.

Reduced revenue  » Improving the CRM performance, integration with other information systems;
 » Improving the quality of technical customer support;
 » Enhancing service offering in high-grow segments.
 » Customer satisfaction surveys;
 »  Monitoring and development of measures to improve customer satisfaction;
 »  Emergency monitoring;
 »  Projects to improve network quality (bandwidth).

7

Revenue risk in the B2G segment
Rostelecom is facing increasing competition in the B2G segment of the Russian telecoms market, which may prevent 
the Company from retaining/growing its market share and customer base and weigh on its operating profits.

Reduced revenue  » Supervision of contractors;
 » Business process updates;
 »  Post-investment monitoring;
 »  Improved customer service, customer satisfaction surveys and use of discounts. 

8
Revenue risk in the B2C Fixed-Line segment 
Rostelecom is facing increasing competition in the B2C segment of the Russian fixed-line services market, which may 
prevent the Company from retaining/growing its market share and customer base and weigh on its operating profits.

Reduced revenue  » The OTA – Therapy project is underway.

9
Revenue risk in industry-specific services and the e-government project
Rostelecom provides technology support for major nationwide projects and develops new products related to industry-
specific services. Key risk factors include increased competition and substandard quality of contractors’ work.

Reduced revenue  » Implementation of a monitoring system;
 » Performance assessment;
 » Development of technical expertise (technical support for sales).

High

Medium

Low
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STRATEGIC  
REVIEW

2016 ranking Risk description Possible consequences Response measures Manageability in 2016

GENERAL CORPORATE RISK

10
Failure to realise expected benefits from mergers and acquisitions
The Company takes into account the risk of failure to realise expected benefits from mergers and acquisitions, including 
failure due to the complexity of new asset integration.

Extra costs and failure to 
capture synergies

 » Planning for post-acquisition integration;
 » Measures to improve control of subsidiaries and affiliates;
 » Development of the risk management function in subsidiaries and affiliates.

11
Lower business margins 
The Company flags the risk of possible reduction of business margins, which can be triggered by changes in 
the business environment.

Lower margins  » Programme to improve operational efficiency and reduce costs.

12
Real property management risks 
The Company owns many real estate assets across its geography. Optimisation measures may lead to availability of 
surplus assets, and maintenance of some property may cause losses. Contraction of the real estate lease/sale market 
may result in unused surplus and non-marketable property.

Failure to realise expected 
benefits from lease or 
disposal of real estate assets

 » Flexible pricing policy;
 » Audit of service spaces;
 »  Vacating spaces in accordance with the access network upgrade programme.
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2016 ranking Risk description Possible consequences Response measures Manageability in 2016

GENERAL CORPORATE RISK

10
Failure to realise expected benefits from mergers and acquisitions
The Company takes into account the risk of failure to realise expected benefits from mergers and acquisitions, including 
failure due to the complexity of new asset integration.

Extra costs and failure to 
capture synergies

 » Planning for post-acquisition integration;
 » Measures to improve control of subsidiaries and affiliates;
 » Development of the risk management function in subsidiaries and affiliates.

11
Lower business margins 
The Company flags the risk of possible reduction of business margins, which can be triggered by changes in 
the business environment.

Lower margins  » Programme to improve operational efficiency and reduce costs.

12
Real property management risks 
The Company owns many real estate assets across its geography. Optimisation measures may lead to availability of 
surplus assets, and maintenance of some property may cause losses. Contraction of the real estate lease/sale market 
may result in unused surplus and non-marketable property.

Failure to realise expected 
benefits from lease or 
disposal of real estate assets

 » Flexible pricing policy;
 » Audit of service spaces;
 »  Vacating spaces in accordance with the access network upgrade programme.

High

Medium

Low


